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Communications Security (COMSEC)

for managing the C Security

EFOBELF 271 (COMSEC) Vv —ROEE%IE

493,

(COMSEC) resources of an

Cybersecurity Policy and Planning

and

for

plans, strategy, and policy to support and align with
organizational cybersecurity initiatives and regulatory

ROV AN~k F2UT 44 22T FTHLURREF
EXELEGIEHID, YA/ —kF a2 U T (ETE B
B R Y —OREBL UM EELT 2,

for i ity workforce

plans, assessments, strategies, and guidance, including

lated staff training, education, and hiring
processes. Makes adjustments in response to or in

of changes to ity-related policy,
technology, and staffing needs and requirements.
Authors mandated workforce planning strategies to
maintain compliance with legislation, regulation, and

nalicy.

YA Nt F 2 YT BEEOAAERE, P, B
HALY R (BAN—€F2) T4 BEDRZ Y THHE,
#E, RATOCREE0) ORELBLT S, Y1/
LF2 )T ABEORY Y — i, ABREO-—X5
SUBHOBEISHE L, £EZTh%E FRILTHEELT
J. &S R - AEHAORMKHE DS, BBFTON
TEANEHEERET 5.

Cybersecurity Curriculum Development

for and

planning,
evaluating cybersecurity awareness, training, or
education content, methods, and techniques based on

HE=-XEBWRTE, FA—tF2 )T 4 BHH
L BHE - BEAY Ty, Fik BlTORR - 5E - #
#® - FEEELT S,

Cybersecurity Instruction

instructional needs and requirements.

for and il i

awareness, training, or education.

PAN—tF 2T BHEL - HHE - KEORRE LT
EiEEBLT 2,

Cybersecurity Legal Advice

Responsible for providing cybersecurity legal advice and
recommendations, including monitoring related
legislation and regulations.

Executive Cybersecurity Leadership

BHEES - BBIOEREET, P4/ —EF2 VT4 ICH
TR E LREOREEIBYT S,

Responsible for establishing vision and direction for an

and resources
and their impact on digital and physical spaces.
Possesses authority to make and execute decisions that
impact an organization broadly, including policy approval
and

oY AN~ F2 U TAEH YUY —ROEVavE
Hlatk, Uk CRIVER - HREMAORE &L
TREMEER S BEARPRAT -/ FL4—H5%8E
L. MBSHICHET 2 BERAEOMBESE L, ThER
79 %,

Privacy Compliance

for and ing an

organization’s privacy compliance program and staff,
including establishing and managing privacy-related
governance, policy, and incident response needs.

HEOT 74N =AY T AT Y ATOS 7 LRUIBS
A&y 7 OFE - GEAEY, ThICRT T8 —EE
DARF YA, B, AV T b=~ X ORI - &
EhrEEnd.

Product Support Management

Responsible for planning, estimating costs, budgeting,
developing, implementing, and managing product support
strategies in order to field and maintain the readiness
and operational capability of systems and components.

VAFLBLU AV R—F v b OEREMHED L EREN
ZEER - WIS A0, HRYF— FEROHBIE. 2
ZFREL Y. PREE, M. B EEzE472,

Program Management

Responsible for leading, coordinating, and the overall
success of a defined program. Includes communicating
about the program and ensuring alignment with agency
or izati priorities.

EERSNTOTTLOTE, BE, 5L URERERN
ZELTE, TOSTLCHETEAIA - ar
W E - FEMOBEERL OBGHORREET.

Responsible for overseeing and directly managing
technology projects. Ensures cybersecurity is built into
projects to protect the organization’s critical

Secure Project

and assets, reduce risk, and meet
organizational goals. Tracks and communicates project
status and demonstrates project value to the

Bfi7AYz s FOREBESLUEREREEYY S, H
DEEA V7T L EEEREL, VR ZERL, BHE
BEERT B0, YA —EFaUT4A7OYzs b
ICHEAREND ZEERET B, TRV FOEBRR
ZEH - REL. MRICHT 278V x 7 L OMfEERE
EE:N

Security Control Assessment

for
of i and technical

security controls and control enhancements employed
within or inherited by a system to determine their overall

YRTFLRTRAECERERSNIERE L, EMLE B
EotFa )T HES LUBEBERICONT, 20
BRI E HIRTS B 7200 ORI L - ERIEPT % i
TRHEMEERS,

Systems Authorization

for operating an i

system at an
level of risk to i

other

assets, i

MRS, MREE, BA. BER. BRICHTIHE
ALY R LARL TR AT LEERT 2 EEES
N

Systems Security Management

and the nation.
ible for managing the
system, or enclave.

of a program,

TRYT Ll Y RT L FREHERBROY A/~
X2 VT AEERTBEEEA D,

T gy Portfolio

Responsible for managing a portfolio of technology

that align with the overall needs of mission
and enterprise priorities.

2y v a vyl REOBREFEO = — XITin > T
BOF— b7+ UF2ERT2HMEEAD,

Technology Program Auditing

for i ions of

programs or their individual components to determine
compliance with published standards.

Cybersecurity Supply Chain Risk
Management

DERINLBEAOEWELFS 2720, BHTATT L
EfRZOENAY A2 FOFELEEET 2EEEA
S

Responsible for developing cybersecurity supply
chain risk management (C-SCRM) policies,
processes, and procedures to identify, assess,
protect against, and respond to cybersecurity
risks throughout the supply chain, and for
advising other stakeholders within an enterprise
about supply chain risks.

YT IAF = 2R BB YA S~ F YT 4 YR
JERE, M. B, BLURET BT —1
¥aUsq Y754 Fz—> - YRIEE (C-SCRM)
DFE TALR, BLUFIRORELZBLETHE LD
. BEROBDRT =7 RLE—ISHLTY 754
Fr—YYRVICETIHEETI.
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Responsible for ensuring that security requirements are  [SEEETF L, £7AY FBELVY Va—>a>yT7—%77
adequately addressed in all aspects of enterprise Fr, BOCICHBOI v a v e EBTOL RERHE -
architecture, including reference models, segmentand  |XIRF 2HRE LTEL BV RATLEEL, T 2—7F = — — — — = = = = =
i 652 E'ﬂ g’ﬂ gﬂ’ s >
Cybersecurity Architecture solution architectures, and the resulting systems that |4 X7 — %72 F v Db > 2ME BT, ©F2 A (EER) C &%) LY ¢ GnE) ¢ GnE) R ) E E E © @) © @) I (e (e © @
protect and support organizational mission and business |7 1 BHASEIC B S NT NG = & # RIS B HAERA
proc 5.
: dfc’" . ond \ "“:‘"ess‘ TYE-TIARIY Y AV DI XEKET B BOR
systems, and information processes to suppor ’ :
NEZETINE CROBES & U EES - - - = - R (i - - - 5 — —
Enterprise Avchitecture enterris missionnecds. Develos technologyrles and |7 * 77 2> WHTFEAOWEBLGUIERAT 651 cw® | c@mm | c@ cwm | E@Em [ AGR |, Eata; R () | EGEE | EGEH | EGEH E@D | c@m | 1@ | 1@ | cen
requirements that describe baseline and target T;}iﬁ'/b B AR S i
" iy )b — I3 °
Responsible for developing, creating, modifying, and AYEa—2=TT7Ur—var VY7 YT Eild
Secure Software D computer software, or GRI-—74 VT4 IO LOBMR, AL EB, BT 621 C (B& C &) E (D) | A &R R (#i1%) R (83E) €] E (%17 E (%17 E (&) | E(Zf) Cc B3 €] | G&E) | &&) | G&&)
specialized utility programs. #BHTD,
Responsible for the secure design, development, and SRATFLEETA TVAILEEEBLL, YATLOR
Secure Systems Development testing of systems and the evaluation of system security CBE. TRN BLUVRFLEFLIUTAD 631 and 632 C BE) C (BE) C BE) E (ED | A E®D R (3% R (3% E (£ E (=T E (£ E (£ E (£ff) C (BhE) E (£f7) C (B3
throughout the systems life cycle. FEAEBLT S,
FRECBBRFEOAVE2—4—TT V=3, V7
Responsible for analyzing the securty of new or existing |\1= " 50 C2 0T P 0 T L
Software Security Assessment computer applications, software, or specialized utility 'Jv"j)%;iﬁ\: %{’ﬂ“=:%§215{ﬂ¢6it%;5§; 622 A (&) R (#%) R (B8 E (25 Cc @® C (BE) Cc @®
programs and delivering actionable results. N  FURRREEERERT e - e eE
Responsible for consulting with internal and external . . . . N
BELUANBOBELBEL, WA
customers to evaluate and translate functional . Kk“{ mié%%ia mﬁbg%% @ ﬁ?mz _ _ _ _ _ R (8% _ _ _ _ _ _ _
Systems Requirements Planning ° BEeblo, wFa TR S — &R ES 641 Cc BE) Cc BE) Cc B C B3 C B3 A (&) R (%) E(ED | C @D E(ED | C @D E (X7 | C @& C &)
requirements and integrating security policies into Samasns A (&)
technical solutions. e
Responsible for planning, preparing, and executing SAFLFR N OIE. . . HEE LU
system tests; evaluating test results against i y . o _ - R (1% - - _ _ -
i i 72 b L BHUIETR M ot 671 = 5 4 = = =
Systems Testing and Evaluation epecifcations and requiremente: and reporting test ;i;;;ﬁi ESUIET R MERERRFED C (B&) R (##%) E (=D A (ER) A (E®) R (83E) Cc 8= C &) E (&) | E(Zf) Cc B3
results and findings. e
Responsible for conducting software and systerms REHRE NI ANk 251 BB TRRD
engineering and software systems research to develop % W V7 b2 TELUYRTFLT D
Technology Research and D new with fully i SEOUEY 7 E =TV RT LRRERET A EEEE 661 A (FER) R (%% c B E (%D C (&8 R (3% Cc B E (£f7) E(ET | C @&
Conducts comprehensive technology research to Jo BAN=ZAR=ZVRATLIZE T B BENLFIEE
evaluate potential vulnerabilities in systems. |SHEY 5 -0 O BB BIIHIR A EIT B,
Responsible for working within the engineering IS p— PR
department to design and create systems, processes, and Qi%:EELTz)E%?;\'AV)i/‘ﬁ ;ﬁﬁ i
T on6 1| Procedures that maintain the safety,relabilty, " {;Lu;4§r§ﬁ75?x?gi7\u;; ;‘»J\Em R (835
L w%a s . . - - - - 1 - - - - -
A Y| controllability, and security of industrial systems in the | - Lo . TBD C (B3 R (%) C (B3 C (B3 C B3 A (&) y R (¥i3E) E (&7 C B3 C BE) C &) E (7))
Engineering " - A MEEIEY, BAWEET 2 7 HEE A GKED)
face of intentional and incidental cyber-related events. (CISO) . THHEIEE. FEY A —t% 2 > 1 il
Interfaces with Chief Information Security Officer, plant a@#?% N ’
managers, and industrial cybersecurity technicians -
Responsible for analyzing data from multiple disparate BRORLZ Y —ADoDT—2&HMTL, Y415—+%
sources to provide cybersecurity and privacy insight. | %2 U5 4 & 75 4 /Sy — BT B RRAIRST B EEE
Designs and implements custom algorithms, workflow |85, 7Y > 7, F—%34 =27, HRAHTERS _ R (5% = -
el 122 = = = = &=/ m m
Data Analysis processes, and layouts for complex, enterprise-scale | h AL ERBMO F— 24y FAFIS, HARLTL C = R (i) C = € @ E@ED | A GR A (EEB) R €5 E@ED B @ = ) )
data sets used for modeling, data mining, and research  [TY X4, 7—27A=7A+4 X, LAT77 b&# - £
purposes. %95,
ible for and data P2 OREBRR. 710, RE. NBEARIT S R (55
Database Administration management systems that allow for the secure storage, |7—%~—X# & UF — K BEY 27 AOEEEBYT 421 [oN(: ) Cc (B3 Cc (B3 A (E:®) A (E®) R (#i%) E (£ C (B3 | &&) | &)
query, protection, and utilization of data. 5.
for managing and § MBOTMNAREHE - KB - 77 £ATBLHOT0 _ " _ - - - "
Knowledge Management and tools to identify, document, and access an b - A 131 A (&EB) R (#:#%) Cc (B3 | (3% Cc (B3 E (2D R (#3%) E (£ E (Ef7) | ()
s capital. o
for planning, and operating § .
— T B L CREES ot N
Network Operations network services and systems, including hardware and ;_;Z;;;;;Z;EEEZ;; I 441 Cc B3 Cc 85 A (&) A Egg R (#5%) C (B3 E (XD | ¢ @ (NC: o)) | ()
virtual environments. T ) T
o :;' Zi;:”i:":”ld AN S ST o ey 74Ky L —E PRS2 7 AT
pecific components of a system in adherence wi !
CIEE OV R—F CRSPEIRN, A F
o organizational security policies and procedures. Includes | = =T &2~ % Z/\mﬁﬁ ﬁzf?’% Nk _ _ _ R (%% _ _ _ _ _ " _
Systems Administration . X FUT R ITOA YA b, BE, BEF, 1—H— 451 C (BE) C (B3 C (BE) A (FB) R (4% E (& E (£f7) E (&£D C (B1E) E (&£D | (3% E (&£
ardware and software installation, configuration, and Fhoy NEB. Sy STy U YR, ek A (&)
updates; user account management; backup and recovery | _ " ot )
management; and security control implementation. TAMHOREES .
Responsible for developing and analyzing the integration. | _ ) o /o e o
SAFLEFL)TFA OB, FA L, ER. RFOH =
. ) E (&)
Systems Security Analysis {esting, operations, and maintenance of systems ., ¢ i smur g o2y RS £ UEAC BT 461 AG® | c@® | c@s | R @D E(® | C @8 C B | R #E | E(EM E (®fT) c@®® | c @D | (%) | ()
security. Prepares, performs, and manages the securty |\ " B, Ei EEE C (BE)
aspects of implementing and operating a system. 7 o e
Responsible for providing technical support to customers | HEIL & 7= 12 K2 & M7= S0 754t B & 07 A& ZIGEL,
who need assistance utilizing client-level hardware and |2 54 7> bLALOA—FI T HLUY 7 b 927D R (15 _ _
Technical 411 = = = = (£17) (£17) ) )
echnical Support software In accordance with established or approved | FIIE % A & § 5 MEN DI H— b &S 5% © @Y B @) 8 @) BE A GRER) REDD BELD = = e e
organizational policies and processes. FEBS,
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