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1.  

⁸◄Ⱡꜟ◑⁸כ ⌂≥ ─ ≤ ─ ╩ ⅎ╢ ▬fiⱨꜝ│⁸

╛ ⅝ↄ IT ⌐ ⇔≡™╢⁹∕─ ≢⁸◦☻♥ⱶ─ ╛ ─ ⌂ ╩≈™≡

╩ ↑╢◘▬Ᵽכ ─ │⁸⅔⅔⅝⌂ ≡╣↕ⱪ♇▪☼כ꜡◒≡⇔≥

™╢⁹ 

│⁸ 2015  6 ⅛╠ 2016  6 ⌐│ ◙כꜚ⌐

⌐⅔↑╢ ▬fiⱨꜝ ⌐ ∆╢☿◐ꜙꜞ♥▫ ≤ ≤─ ╩

⇔⌂⅜╠◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ╢ ─ ⌐ ╡ ╖₈ ꜞⱨ□꜠

fi☻ ≤ ⌐ ≠ↄ☿◐ꜙꜞ♥▫ ₉ ─ ╩ ⇔√⁹  

2016 10 ⅛╠ 2018  9 ⌐⅔™≡│⁸ ─ ≤⇔≡ IoT ─

⌂ ⌐ ℮◘▬Ᵽכ ─ ─ ╩ ⇔⁸ ─ 5≈─ ╩ ⌂

ⱳ▬fi♩≤⇔≡ ⌂ ╩ ╘≡™╢⁹ 

 

V ─ ╩ ⇔√ⱬ☻♩ⱪꜝ◒♥▫◒☻ 

V ─ ╩ⱪ♇◦כ♄כꜞ™ ⅎ╢₈♩♇ⱪ ₉≤₈☿◐ꜙꜞ♥▫ ₉ 

V IoT ─ ╩⌐╠╪∞ OT Operational  Technology  

V ╩│∂╘≤∆╢ ≤─  

V ☿◐ꜙꜞ♥▫ ◄◖◦☻♥ⱶ─  
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2.  Executive  Summary  

2.1  

2014  10 ⁸ ⌐₈◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ∆╢

₉⅜ ⇔√⁹∕─ⱷfiⱣכ≢╙№╢ ⁸ ⁸

─ 3 ⅜ ה ≤⌂╡⁸2015  6  9 ⌐ ▬fiⱨꜝ

╩ ≤⇔√  48 ⅜ ⇔≡ ╩ ⇔√⁹ 

2.2   

2020 ─ ○ꜞfiⱧ♇◒הⱤꜝꜞfiⱧ♇◒╩ ╡ ╡⁸∕─ ╙ ╡ ↑╢

≤⇔≡─ ⌂ ≤⇔≡ ∆╢⁹₈ ₉≤₈ ₉≤─ ה ╩ ╘⁸№ↄ╕

≢╙₈ ₉⅜ ה ⌐ ╡ ╖⁸ ≤ ≢ ₁⌂☿◐ꜙꜞ♥▫

╩ ╡ ⅎ≡™ↄ⁹  

2.3  2015  6  2016  6  

│⁸ ◙כꜚ⌐ ⌐ ∆╢☿◐ꜙꜞ♥▫ ≤ ≤─ ╩

⇔√⁹∕─ ⁸☿◐ꜙꜞ♥▫ │ ≢ ⌐ ⇔≡™╢⁹ ∫

≡⁸ │ⱪכ◖☻─ CSIRT⌂≥─☿◐ꜙꜞ♥▫ ∞↑≢│ ≢№╢≤─

⌐™√∫√⁹∕─℮ⅎ≢◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐ ╢ ─ ⌐ ╡ ╖⁸ ─

╩ ↑√⁹ 

 

V  ꜞⱨ□꜠fi☻ ≤ ⌐ ≠ↄ☿◐ꜙꜞ♥▫  

V  ☿◐ꜙꜞ♥▫ ◌꜠fi♄כ ☿◐ꜙꜞ♥▫ A to Z  

V  ☿◐ꜙꜞ♥▫○Ɑ꜠כ◦ꜛfi ▪►♩♁כ◦fi◓●▬♪ 

V  ꜞⱨ□꜠fi☻⌐ ≠ↄ☻◐ꜟⱴ♇Ⱨfi◓ 
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2.4  2016 10  2018  9  

  

 

2020 ─ ○ꜞfiⱧ♇◒הⱤꜝꜞfiⱧ♇◒⅜ ∆╢⌐│⁸ ꜟכꜙ☺◔☻

─ ╛ ─ ⌂≥─ ⌐ ⅎ≡⁸ ⅛╠ ╣╢ ╩ ∆

╢ ╛ ⁸∕╣╠╩ ⅎ╢ ⁸●☻⁸ ⌂≥─ ▬fiⱨꜝ⅜ ⌐ ↕

╣⌂ↄ≡│⌂╠⌂™⁹ ≢⁸ ─ ≢ ╪⌐ ™╠╣╢ΓThe strength of 

the chain is in the weakest link. ₈ │⁸╙∫≤╙ ™ꜞfi◓≢ ╣╢₉Δ─↓≤╦↨

⌐№╢╟℮⌐⁸ ╛ ▬fiⱨꜝ╩ ⅎ╢ IT ⌐ ⌂ ⅜№╢≤⁸◘▬Ᵽ

כ ⌐╟╡⅔⅔⅝⌂♄ⱷכ☺╩ ↑╢⅔∕╣⅜№╢⁹∕℮⌂╣┌ ⌂ ╛

╩ ⅝ ↓⇔⁸└™≡│ ╩⅔⅔⅝ↄ ╢⅜⇔⅛⌡⌂™⁹ 

↓─╟℮⌂ ⅛╠ ╩ ⅎ╢ IT ─╖⌂╠∏ ▬fiⱨꜝ╩ ℮ IT ⌐│

⅛≈ ⌂◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ∆═⅝≢№╢⁹  

IoT Internet  Of  Things  

IDC Japan⌐╟╢≤ ─ IoT Intern et Of  Things │⁸ 17 ─

⅜ 1↕╣╢≤™℮⁹ ≢⁸№╠╝╢╙─⅜▬fi♃כⱠ♇♩⌐≈⌂⅜╢ IoT ⅜

∆╣┌⁸№╠╝╢ ⅜▬fi♃כⱠ♇♩⌐ ⅜╣⁸ ⅎ┌ ⌂ ╩

⌐ ∆╢⌂≥⁸⅔⅔⅝⌂ ╛ ╩╙√╠∆≢№╤℮⁹⇔⅛⇔⌂⅜╠ IoT

╩ ⇔≡ ◦☻♥ⱶ⌂≥⅜◘▬Ᵽכ ╩ ↑╣┌⁸ ⅜ ℮─╖⌂╠∏

⌂≥⁸ ─ ╛ ⌐ ╩ ╓∆ ⌐≈⌂⅜╡⅛⌡∏⁸ ⌂ ╩ ℮

─│ ≢№╢⁹ 

  

≢│⁸IoT ─ ⌐ ℮◘▬Ᵽכ ─ ╩╙ ⇔⁸ ⌐

4≈─WG─╒⅛♩♇ⱪ ╩כ♫ⱪfi☿Ⱶכ○⁸ ⇔⁸◘▬Ᵽכ☿◐ꜙꜞ♥▫⌐

∆╢ ┘ ╩ ╘≡™╢⁹ 

                                                           

1 https://www.idcjapan.co.jp/Press/Current/201704101Apr.html  
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2-1 ─  

  

 

2020 ─ ○ꜞfiⱧ♇◒הⱤꜝꜞfiⱧ♇◒╩⌐╠╖ ⌂╠┘⌐ ▬fi

ⱨꜝ╩ ℮ IT ⌐│⁸ ⅛≈ ⌂☿◐ꜙꜞ♥▫ ╩ ∆╢ ⅜ ╘╠╣

╢⁹∕─√╘⌐│⁸₈ ∆═⅝☿◐ꜙꜞ♥▫ ₉╩ ⌐ ⇔⁸ ₁─

⅜ ╩ⱪ♇◦כ♄כꜞ™ ⇔≡⁸ ⌂╠┘⌐◘ⱪꜝ▬♅▼כfi─ⱦ☺Ⱡ☻

Ɽכ♫♩כ ╩ ╘√☿◐ꜙꜞ♥▫ ╩ ⇔⌂ↄ≡│⌂╠⌂™⁹ 

│⁸∕─ ≤∆═ↄ ─☿◐ꜙꜞ♥▫ ─ ⌂ ╩

ה ⇔√╙─╩ ─ⱬ☻♩ⱪꜝ◒♥▫◒☻≤⇔≡ ה ∆╢≤≤╙⌐⁸

╠⅜☿◐ꜙꜞ♥▫ ╩₈ ₉≤™℮ ─ ⌐ ↑⁸

╩ ≤⇔√₈♩♇ⱪ ₉╩ ⇔≡ ⌂ ⌂≥╩ ∆╢≤≤╙⌐

─ ה ─ ╩│⅛╡√™⁹ 

 

─╟℮⌐ ⌂◘▬Ᵽכ ╩ ∆╢⌐│⁸ ─ ♇◦כ♄כꜞ™

ⱪ⅜ ≢№╢⁹⇔⅛⇔⌂⅜╠⁸∕─ ⌂ ⅛╠☿◐ꜙꜞ♥▫ ╩ ↑
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─ ╩ │─╢∆♪כꜞ╩╣↓⁸╠⅜⌂ ⇔™⁹∕↓≢⁸ ⌂ ≤◘▬Ᵽ

כ ╛Ⱡ♇♩꞉כ◒▬fiⱨꜝ ─ ⌂ ╩ ⇔≡⁸ ╩ ⇔⌂⅜╠

▫♥ꜞꜙ◐☿₈╢∆♪כꜞ╩ ₉─ ⅜ ≢№╢⁹ 

↓─╟℮⌂ ─╙≤≢⁸∕─ ╛☻◐ꜟ╩ ∆╢≤≤╙⌐ ⱬ♃כ♦

─☻כ ⌂≥╩│⅛╡⁸ ⌂ ─ ╩ ╘≡™╢⁹ 

OT Operational  Technology  

─₈№╠╝╢╙─⅜▬fi♃כⱠ♇♩⌐≈⌂⅜╢₉IoT Internet  Of  Things

⅜ ∆╣┌⁸№╠╝╢ ⅜▬fi♃כⱠ♇♩⌐ ⅜╣ ─ ─

╩ ⌐ ⇔⁸ ─ ╛ ⌂ ─ ╡ ╩ ∆╢ ╙ ≤

⌂╢⁹⇔⅛⇔⌂⅜╠⁸ ⅎ┌ ╩ ∆╢◦☻♥ⱶ⅜ ↨╪↕╣╣┌⁸ ⅜

℮─╖⌂╠∏ ─ ⌂≥⁸ ─ ╛ ⌐ ╩ ╓∆ ⌐≈⌂⅜╡

⅛⌡⌂™⁹ 

↓╣⌐ ⅎ⁸ ⇔√╟℮⌂ IoT ─ ╩⌐╠╖⁸ ∑≡ IoT ╩ ⇔√ ⌂

≥┼─◘▬Ᵽכ ⅜ ╓∆ ╩ ╕ⅎ╢≤⁸ ╢ ─ │ ≢№╢⁹∕↓

≢⁸ ─ ╩ ─ IT Information  Technology ⌐ ⅎ≡⁸

▬fiⱨꜝה ◦☻♥ⱶ╩ ℮ OT Operational  Technology ⌐ ⇔√

╟╡ ⇔⁸ ─№╢ OT ╩ ╘╢⌂≥⁸ ⸗♦ꜟ─ ╩

╘≡™╢⁹  

 

─◘▬Ᵽכ ⌐│⁸ ⌐╟╢ ⌂╙─⅛╠ ╛ ⅜ ⅛

╠ ≤⌂╢ ╩ ╘≡ ℮╙─⌐ ⇔≡™╢⁹↓─╟℮⌂⌂⅛⁸ ₁─

⅜ ↄ ╩ ≈ ╛ ─ ⁸ ⌂ ╩ ╡₈↓╣⅛╠ ∆╢⅔

∕╣─№╢◘▬Ᵽכ ₉⌐ ⅎ╢⌐│ ⅜№╤℮⁹╕√ ⌐│ ─

⅜ ⌐⌂∫√ ⅜ ™↓≤⅛╠⁸ ≢│ ─ ISAC Info rmation  Sharing 

and Analysis Center ☿fi♃כ ⌐⅔™≡ ⌐ ∆╢ ⌂ ╩

⌐ ⇔≡™╢⁹ 

╩ ╕ⅎ⁸ ◘▬Ᵽכ☿◐ꜙꜞ♥▫☿fi♃כ╩│∂╘≤∆╢ ╛

⌐ ⅝⅛↑ ⌂ ╛ ╩ ≢⅝╢ ╖╩ →√™⁹ 
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☿◐ꜙꜞ♥▫ ⌐ ≢⅝╢ ─ ╩ⱶכ◐☻ ⇔ ☿◐ꜙꜞ♥▫

◄◖◦☻♥ⱶ ╩ ∆═ↄ⁸ ∏│ ⅜ ╘╢ ╩ ╠⅛⌐⇔

√⁹∕─℮ⅎ≢ ⌂≥≤ ⇔≡⁸₈ ₉╛ ⅛╠ ≤ ╩ ∆

╢₈ ₉⌂≥ ⌂ ─№╡ ╩ ⇔⌂⅜╠ ≤ ⌐ ⇔≡⁸

≢⅝╢ ╡ ↄ─ ╛ ⌐ ─ ╩ ∆╢ ╖╩ ∆╢ ≢

№╢⁹ 

 

2020 ─ ○ꜞfiⱧ♇◒הⱤꜝꜞfiⱧ♇◒╩⌐╠╖⁸◘▬Ᵽכ │ ⌂ꜞ☻

◒≤ ─Ɽfi₉ꜗ☺ꜟכ○₈≡⇔ ⅛╠ ∆═⅝≢№╢⁹∕↓≢ ─ ╩ ⅎ√

₈ ─ ₉─╙≤⌐ ⅜ ⇔≡⁸ ™⌐ ╡ √ ╛ ╠─ ╡ ╖╩ ∆

═⅝≢№╢⁹ │ ─ ≤ ╩ ⇔≡Γ ⇔⅛ ╡ ⌂™Δ◘▬Ᵽ

▫♥ꜞꜙ◐☿כ ─●▬♪ꜝ▬fi╩ ∆╢≤ ⌐⁸ ╩ ∆╢ ≤⌂╡⁸

≤ ⇔⌂⅜╠ ─ ⅛╠ ₁─ ⌐≈⌂→╢ ≢№╢⁹ ⅝ ⅝

─↔ ≤↔ ╩ ╡√™⁹   
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3.   

3.1  

─ ⌐⅔™≡│⁸ ≤⇔≡ IT ─☿◐ꜙꜞ♥▫ ─ ╩

◙כꜚ⁸™ ⅜ IT ☿◐ꜙꜞ♥▫ ─ ╩ ℮⌐№√∫≡─ ╙─↕⇔ ╩

≤⇔√⁹ 

⌐⅔™≡│⁸ ⇔√☿◐ꜙꜞ♥▫ ╩ ⇔⁸╕√ ⇔≡╙╠℮↓≤

◙כꜚ⅜ ─☿◐ꜙꜞ♥▫꜠ⱬꜟ─ ⁸└™≡│ ⱦ☺Ⱡ☻┼─◘▬Ᵽכ ─

╩ ∆╢↓≤⌐ ⅜╢≤™℮ ─╙≤⁸ ה ⌐ ◙כꜚ≡↑ ⅜

⌂ ⌐ ∆↓≤⌐≢⅝╢▪◒◦ꜛfiⱪꜝfi─ ⌐ ⇔√⁹ 

↕╠⌐│⁸ ─ IT Information  Technology ⌐ ⅎ≡⁸ ▬fiⱨꜝה

◦☻♥ⱶ╩ ℮ OT Operational  Technology ⌐ ⇔√ ╩ ⇔√Γ☿◐ꜙ

ꜞ♥▫ ─ Δ≤™℮ ⌐⅔™≡│⁸ ≤ ∑≡ ☻Ᵽꜝfi╩☻כ♁♩►▪╛

╟ↄ ℮↓≤⅜ ⌂▪ⱪ꜡⁹╢⌂≥♅כ 3-1-1  

 

 3-1-1. ─  
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╕∏ ─ ≢│⁸☿◐ꜙꜞ♥▫ ─◐ꜗꜞ▪Ɽ☻≤∕╣╩ ∆╢ ⱪ꜡◓ꜝ

ⱶ⌐≈™≡ ∆╢ ⅜№╢⁹◐ꜗꜞ▪Ɽ☻⅜ ∆╢↓≤⌐╟╡⁸ │ ה

⌐ ╩ ∆╢↓≤⅜≢⅝╢⁹≥─╟℮⌂◐ꜗꜞ▪⅜ ─☻♥♇ⱪ≤⇔≡ ⅎ╠

╣⁸∕─◐ꜗꜞ▪⌐ ⌂☻◐ꜟ⅜≥─╟℮⌂╙─≢⁸∕╣╩≥─╟℮⌂ ⱪ꜡◓ꜝⱶ

⌐╟∫≡ ⌐≈↑╢─⅛⁸≤™℮ ─ⱪ꜡☿☻│⁸∕─ ─◐ꜗꜞ▪Ɽ☻╩ ≤⇔

≡ ה ↕╣╢═⅝╙─≢№╢⁹ ∫≡ ≈═⅝◐ꜗꜞ▪Ɽ☻─ ™☿◐ꜙꜞ♥▫

│⁸ ⅛≈ ⌐⌂╠↨╢╩ⅎ∏⁸ ⌐ ∆═⅝☿◐ꜙꜞ♥▫ ╩

ה ⌐ ↕∑╢↓≤│ ⇔™⁹ ⁸↓─◐ꜗꜞ▪Ɽ☻╩ ∆╢ ⱪ꜡◓ꜝ

ⱶ⌐≈™≡╙ ∆═⅝ ⅜№╢⁹ 

↕╣≡™╢☿◐ꜙꜞ♥▫ ⱪ꜡◓ꜝⱶ╩ ∆╢≤⁸ⱴꜟ►▼▪Ɫfi♪ꜞfi

◓╛ⱨ◊꜠fi☺♇◒☻⌂≥─☿◐ꜙꜞ♥▫ ─≡⇔≥♃כ꜠Ɑ○ה ╩ ↕∑╢

ⱪ꜡◓ꜝⱶ⅜ ⇔≡™╢⁹↓╣╠─ │⁸☿◐ꜙꜞ♥▫ⱬfi♄⌐≡ ─☿◐ꜙꜞ♥

▫ ╩ ℮╟℮⌂☿◐ꜙꜞ♥▫ ↑─ⱪ꜡◓ꜝⱶ≢№╡⁸ꜚכ◙ ─☿◐ꜙꜞ

♥▫ ⅜ ∆╢╟℮⌂ⱪ꜡◓ꜝⱶ≢│ ™⁹ 

◙כꜚ ⅜ ≤∆╢ ⱪ꜡◓ꜝⱶ╩ ⇔⁸∕─ ה ╩☿◐ꜙꜞ♥▫ⱬfi

♄⌐ ∆╢↓≤⅜ ≢№╢⁹╕√⁸ ⇔ ↑╢◘▬Ᵽכ ⌐ ⌂ ⱪ꜡

◓ꜝⱶ─ ⌐⅔™≡│ ┼─ ╙ ⅝™⁹ ⌂╠⌠ ≢№╢◘▬

Ᵽכꜚ⁸│≡™⅔⌐▫♥ꜞꜙ◐☿כ◙ ≢ ∆╢ ⌐ ∆╢ ┘ ⇔─ ╩ ∆

╢↓≤╙ ≢№╢⁹ 

⌐≈™≡│ 2≈─ ≢ ⅎ╢↓≤⅜≢⅝╢⁹ ≈│⁸☿◐ꜙꜞ♥▫─ ⌂

╩ ⌐ ∆╢↓≤⅜≢⅝╢ ─ ─ ≢№╢⁹ ⇔ ↑╢◘▬Ᵽכ

⌐ ∆╢√╘⌐│⁸ ≤⌂╢ ⌂☿◐ꜙꜞ♥▫ ╩ ⌐ ⇔√℮ⅎ≢

─ⱦ☺Ⱡ☻ ⁸꞉כ◒ⱨ꜡כ⌐ ╦∑≡ ∆╢↓≤⅜ ╘╠╣╢⁹∕─√╘⁸

◙כꜚ⌐ ⌐⅔™≡│⁸ ─ⱦ☺Ⱡ☻ ╛꞉כ◒ⱨ꜡כ╩ ↄ ה ⌂

⅜ ╘╠╣⁸∕─╟℮⌂ ⅜Γ☿◐ꜙꜞ♥▫╙Δ ∆╢↓≤⅜ ↕╣≡™╢⁹ 

↓─╟℮⌂ ⌐ ≠™√☿◐ꜙꜞ♥▫⌐ ∆╢ ⅔╟┘∕─ ╩ ∆╢↓

≤─≢⅝╢Γ☿◐ꜙꜞ♥▫ Δ─ │╕∆╕∆ ⇔≡™╢⁹☿◐ꜙꜞ♥▫

│⁸ ⌐⅛⅛╦╢ ≡─ ⌐≈™≡─☿◐ꜙꜞ♥▫ ה ─ ⅜ ╘

╠╣╢⁹☿◐ꜙꜞ♥▫ ⅔╟┘∕╣⌐ ╢◐ꜗꜞ▪Ɽ☻╩√≥╢√╘─ ≤⌂╢

⅛≈ ⌂ ╩ ⌐≈↑√ ─ ⌐│ ─ ⅜ ≢№╢⁹ 
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╙℮ ≈─ │⁸ ≤⇔≡─☿◐ꜙꜞ♥▫ ─ ≢№╢⁹ ≤ ╩ ⅎ

√ ╩ ◙כꜚ⁸≢≥↓╢∆ │ ™ ≢☿◐ꜙꜞ♥▫ ╩ ↕∑╢↓≤⅜

≢⅝╢⁹ ₁⌂ ╩ ╪∞☿◐ꜙꜞ♥▫ ⌐│⁸ ⇔ ↑╢ ⌐ ⇔≡╟╡

⌐ ≢№╢↓≤⅜ ≢⅝╢⁹ 

─ ─ ™ ╩ ⌐☿◐ꜙꜞ♥▫⌐ ∆╢ ⅔╟┘∕─ ╩ ∆╢

☿◐ꜙꜞ♥▫ ≤⁸☿◐ꜙꜞ♥▫─ ≢ ₁⌂☿◐ꜙꜞ♥▫▬ⱬfi♩⌐ ⇔≡

⅛≈ ╩ⱶכ♅⌐ ™≡ ╩ ℮↓≤─≢⅝╢ √╢☿◐ꜙꜞ♥▫ ≤─Ɫ

▬Ⱪꜞ♇♪⌐╟∫≡⁸ ─☿◐ꜙꜞ♥▫ ╩ ◙כꜚ⅜≥↓╢∑↕ ⌐≤∫≡─

└≤≈─ ≢№╤℮⁹ 

≤│ ⅎ ◙כꜚ⁸≡⇔≥ ⅜ ≤⌂╢ ≡─☿◐ꜙꜞ♥▫ ╩ ⌐

∆╢↓≤│ ℮™≥☻כ♁♩►▪⁸╡№≢ ⌐≈™≡╙ ∆╢ ⅜№╢⁹ 

◓fi◦כ♁♩►▪⁸│≡™⅔⌐ ⌂☿◐ꜙꜞ♥▫ ⌐≈™≡●▬♪ꜝ▬fi╩

⇔√⁹☿◐ꜙꜞ♥▫ ⌐ ↄ↓≤─≢⅝╢ꜞ♁כ☻⅜ ≢№╢ ☻כ♁♩►▪⁸

╩ ╘√☿◐ꜙꜞ♥▫ ─ ↑⁸ │ ≤⌂╢⁹↓─ │ ─

─ ™ ⌐ ≠™≡ ℮↓≤⅜ ╘╠╣╢⁹ ⌐≤∫≡─ⱦ☺Ⱡ☻ꜞ☻◒─

╩ ⇔√℮ⅎ≢⁸∕─ ≢─☿◐ꜙꜞ♥▫─ ≠↑╩ ⇔⁸ꜞ☻◒⌐ ∆╢

╩ ⇔√ ⌐ꜟⱬ꜠ה ⅜☻כ♁♩►▪√™≠ ≢№╢⁹↓─╟℮⌂

◙כꜚ⁹™⌂⅝≢⅜≥↓╢∆☻כ♁♩►▪│ ╠⅜ ╩∆╢ ⅜№╡⁸

☿◐ꜙꜞ♥▫ ⅜∕─ ╩ ∆╢↓≤⅜ ╘╠╣╢⁹ ⁸ ⁸▪►♩

≡∫╟⌐♅כ꜡ⱪ▪℮™≥☻כ♁ ↕╣√☿◐ꜙꜞ♥▫ ⅜ ⌂ ╩ ↓∆↓

◙כꜚ⁸≡∫╟⌐≥ ─☿◐ꜙꜞ♥▫꜠ⱬꜟ⅜ ∆╢⁹ 

≢│⁸↓─☿◐ꜙꜞ♥▫ ─ ╩ ∆╢↓≤╙⁸ ⌐☿◐ꜙꜞ♥▫

꜠ⱬꜟ╩ ↕∑╢√╘⌐ ⌂↓≤≤ ⅎ≡™╢⁹ 

└≤≈│⁸ ה ⌂ ≢№╢⁹◘▬Ᵽכ☿◐ꜙꜞ♥▫⅜ ≢№╢

⁸☿◐ꜙꜞ♥▫ ─ │ ─ ₁⌂ ≤ ∆╢√╘⁸☿◐ꜙꜞ♥▫ ∞↑

≢ ∆╢↓≤│ ≢№╢⁹ ╛꜠ⱳכ♩ꜝ▬fi╩ ╘√ ה ⌂Ᵽ♇◒

▪♇ⱪ⅜№╢↓≤≢⁸☿◐ꜙꜞ♥▫ ─☻◐ꜟ╩ ⅛∆↓≤⅜≢⅝╢⁹ 

™╕└≤≈│⁸ ≤⌂╢ⱬ☻♩ⱪꜝ◒♥▫☻─ ≢№╢⁹ ⇔ ↑╢◘▬Ᵽכ

⌐ ⇔⁸ ─☿◐ꜙꜞ♥▫ ∞↑≢ ∆╢↓≤│ ≢№╢⁹ ה

─ ╛ⱡ►Ɫ►╩ ⌐ ∆╢↓≤⅜ ≢№╢⁹⇔⅛⇔⌂⅜╠⁸ ⌂

≤⇔≡─ ╛ⱡ►Ɫ►│ꜚכ◙ ⌐≤∫≡│⁸ ╖ ⅝⁸ ∆╢↓≤│ ≢│
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⌂™⁹ כꜞכ♩☻ ≤⇔≡─ⱬ☻♩ⱪꜝ◒♥▫☻│∕─ ╛ ⅜ ⌂╟℮⌐

◙כꜚ⁹╢™≡╣╠ ⅜∕╣∙╣─☿◐ꜙꜞ♥▫ ⌐ ∂√ ⌂▪◒◦ꜛfi╩

╢℮ⅎ≢⁸ⱬ☻♩ⱪꜝ◒♥▫☻│ ⌂ ⇔╢═≤⌂╢≤ ⅎ╢⁹∕─╟℮⌂⁸ꜚכ◙

⅜ ∆╢↓≤─≢⅝╢ⱬ☻♩ⱪꜝ◒♥▫☻─ ╙╕√ ╘╠╣≡™╢⁹ 

⁸ ≢╙ ⇔√ ╡⁸◘▬Ᵽכ ─ │╙│╛ IT ∞↑≢│⌂™⁹◘▬Ᵽ

כ ─ │ ⌐≤≥╕╠∏⁸ ∕─╙─⌐ ⌂▬fiⱤ◒♩╩ ⅎ╢

◙כꜚ⌂℮╟─⧵⁹╢™≡⅝≡∫⌂⌐ ╩ ╡ ↄ ─ ╩ ⅎ╢≤⁸ꜚכ◙

⅜ ∆═⅝☿◐ꜙꜞ♥▫ ╩ⱪכ◖☻─ IT ⌐≤≥╘╢↓≤│≢⅝⌂™⁹ 

ⱦ☺Ⱡ☻ ╩ ╖ ∆ ≤⌂╢ ה ה ⌂≥╩ ⅎ╢ OT┼─◘▬Ᵽכ

╩ ∆╢ OT☿◐ꜙꜞ♥▫╛⁸ ⌐ ∆╢  (Product) ⌐ ∆╢☿◐ꜙ

ꜞ♥▫╩ ∆╢ ☿◐ꜙꜞ♥▫─ ⅜ ─ ≤⌂∫≡⅝≡™╢↓≤╩ ∆

◙כꜚ⁹╢№≢⅝═ ╩ ╡ ↄ ─ ⌐ ∂⁸☿◐ꜙꜞ♥▫ ⅜ ∆╢

╩ ⇔≡™ↄ ⅜№╢⁹ 3-1-1  

 

 3-1-1.  ─  
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3.2   

≢│⁸ ⌐☿◐ꜙꜞ♥▫ WG≤⇔≡ ⇔⁸ ≢

WG≤⇔≡ꜞ♬ꜙכ▪ꜟ⇔≡ ↕╣√ ╩ ∆╢⁹ 

≢│⁸ ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ ╩ ∆╢⌐№√∫≡⁸IT ⌐⅔↑╢

─☿◐ꜙꜞ♥▫ ╩ ≤⇔≡ ™ ⇔√⁹  3-2-1  

 

↕╠⌐⁸∕╣∙╣─ ╩ ⇔≡™ↄ√╘⌐ ⌂ 30─ ╩ ⇔⁸☿◐ꜙꜞ♥

▫ ≤⇔√⁹ 3-2-1  

☿◐ꜙꜞ♥▫ ꜞⱨ□꜠fi☻│⁸ ⌐⅔™≡◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─

№╢ ⌐⅔™≡ ⌂ ╩ ⇔≡™╢⅜⁸∕╣╠─ ⌐ ╢◐ꜗꜞ▪Ɽ☻│ ⇔≡

™⌂™⁹ 

☿◐ꜙꜞ♥▫ ⌐ ⌂ ╩ ⅝ ↑╢√╘⌐│⁸☿◐ꜙꜞ♥▫⌐ ╦╢ ╩⇔

╟℮≤∆╢ √∟⌐≥─╟℮⌂◐ꜗꜞ▪Ɽ☻⅜№╢─⅛╩ ⇔≡™ↄ ⅜№╢⅜⁸

⌐ ◙כꜚ╢™≡⇔ ─ ⅛╠ ◙כꜚ⁸≥╢∆ ≢─☿◐ꜙꜞ♥▫

∆╢◐ꜗꜞ▪│ ≤│⌂∫≡™⌂™⁹ 

 

 3-2-1◘▬Ᵽכ☿◐ꜙꜞ♥▫ ─  
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 3-2-1 ◘▬Ᵽכ☿◐ꜙꜞ♥▫ ╩ ℮  

 ◌♥◗ꜞ  

ףּ
וֹ

לּ

 

 CISO / CRO / CIO  

ṇ ṕ Ṗ 

 

 

ṇ  

CSIRT  

 ṇ ḱ  

 

ṇ  

ṇ  

CSIRT  

SOC  

ISMS  

  

 

 

WEB ṇ  

ṇ  

 

ṇ  

DB  

ṇ  

ṇ ḱ  

 

 
ḱ   

 

 

 

 

 

 

 

◙כꜚ ⅜◐ꜗꜞ▪Ɽ☻╩ ⇔ ≢ ∆╢☿◐ꜙꜞ♥▫ ╩ ⌐∆╢↓≤

⅜ ╕╣≡™╢⁹╕√⁸∕─╟℮⌂☿◐ꜙꜞ♥▫ ╩ ∆╢√╘⌐⁸≥─╟℮⌂

⅜ ≢⁸╕√⁸≥─╟℮⌂ ╩ ╘┌╟™⅛╩ ∆╢ ⅜№╢⁹ 
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─ WG≢│⁸ ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─◐ꜗꜞ▪Ɽ☻2 ╩ 3≈⌐

⸗♦ꜟ ⇔⁸ ◙כꜚ⁸⌐ ─☿◐ꜙꜞ♥▫ ─ ≤⇔≡₈◄◐☻Ɽכ♩ ☿

◐ꜙꜞ♥▫ ₉⌐ ∆╢ ╩ ∫√⁹  

  

─ ≤⌂╢ │ ⁸ ⁸ ⌂≥ ₁⌂ ≢⁸∕─ │ ⌂∫≡⅔

╡⁸◐ꜗꜞ▪Ɽ☻╙∕╣⌐ ∂≡ ∆╢ ⅜№╢⁹ ⁸ ≡─ ⌐⅔↑╢☿◐ꜙ

ꜞ♥▫ ─◐ꜗꜞ▪Ɽ☻╩ ⌐ ∆╢↓≤│ ⌂√╘⁸₈ ₉⌂╠┘⌐₈IT ≤

─ ₉⅛╠ ╩ ⇔≡ ∆╢↓≤≤⇔√⁹ ─↓╣╕≢─ ≢│⁸

₈IT ≤ ─ ₉≢ ╩ ⅝ↄ 2≈ ≤⇔≡ ╩ ∫√⁹∕╣∙╣─ │

─≤⅔╡⁹ 

ᵑ IT ⱦ☺Ⱡ☻ ⱦ☺Ⱡ☻ ⅜▬fi♃כⱠ♇♩ ⌐№╢ ⁸╕√│⁸IT ╩

⇔≡ⱦ☺Ⱡ☻╩ ℮  

V E-◖ⱴ⁸☻כ ⁸ ☻ⱦכ◘♪►ꜝ◒  

V ╩ ⌐ ╡ ™⁸ ╛ ↨╪⌂≥⁸ ה ה

Confidentiality, Integrity, Availability ─ ≢☿◐ꜙꜞ♥▫╩ ∆╢⁹ 

V ◘▬Ᵽכ☿◐ꜙꜞ♥▫⅜ⱦ☺Ⱡ☻⌐ ⇔≡™╢↓≤⌐ ≢№╡⁸◘▬Ᵽכ

☿◐ꜙꜞ♥▫⌐ ⇔≡ ─ ╙ ™ 

ᵒ ⌂ ╙─≠ↄ╡ ⌂ ⅜ⱦ☺Ⱡ☻─ ≢№╢  

V ⁸●☻⁸ ⁸ ⁸ ⁸ ⁸ ⁸ ⁸∕─ ⱷכ◌

ↄ─ ▬fiⱨꜝ ⅜ ╕╣╢⁹  

V ∞↑≢⌂ↄ⁸ ⌂ⱪꜝfi♩╛ ⌂≥─ ▫♥ⱨכ☿ ╙ ╘√☿◐

ꜙꜞ♥▫≢№╡⁸ ה ה Availability , Integrity,  

Confidentiality ─ ≢ ∆╢⁹ 

V ◘▬Ᵽכ☿◐ꜙꜞ♥▫─ ╩ ⇔≈≈╙⁸∕─ │ ∏⇔╙ ↄ⌂™⁹ 

                                                           

2  3.2 ≢│⁸ ─ ⌐ ⌐ ╦╣√₈◐ꜗꜞ▪Ɽ☻₉≤™℮ ╩∕─╕╕─ ≢ ⇔≡™

╢⁹ ╩ ╘╢ ≢⁸◐ꜗꜞ▪Ɽ☻│ ₁⌂Ɽ♃כfi⅜№╡⁸ ─ ≢ ╦╣≡™╢₈◐ꜗꜞ▪Ɽ

☻₉≤™℮ │⁸☿◐ꜙꜞ♥▫ ─◐ꜗꜞ▪≤⇔≡ ⅎ╠╣╢ 3≈─⅔⅔⅝⌂ ╩ ∆₈◐ꜗꜞ▪

₉≤ ┬═⅝≢│⌂™⅛≤ ⅜№∫√⁹ ≢│⁸ ─ ⌐ ╦╣≡™√₈◐ꜗꜞ▪Ɽ☻₉

≤™℮ ╩∕─╕╕ ℮↓≤⇔√⅜⁸ ⌐│₈◐ꜗꜞ▪ ₉⌐ ∆╢ ╙№╢⁹ 
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≢│ ▬fiⱨꜝ ⅛╠─ ⅜ ↄ 3.2.1(2)─ ╩ ─ ≤⇔√⁹ 

3.2.1(1)─ ⌐⅔™≡│⁸ⱦ☺Ⱡ☻ │ IT ◦☻♥ⱶ ╩ ℮↓≤⅜ ↄ⁸DevOps

№╢™│ DevSecOps⌂≥≤™╦╣╢╟℮⌐⁸ ≤ ≤☿◐ꜙꜞ♥▫ ⅜◘▬◒ꜟ

⌐ ⌐ ╦╣≡⅔╡⁸☿◐ꜙꜞ♥▫ ─◐ꜗꜞ▪Ɽ☻│ ─ ≤⇔≡

↕╣≡™╢≤ ⅎ⁸ ≤⇔⌂™↓≤≤⇔√⁹ 

⌂⅔⁸ ─ ⌐⅔™≡│⁸₈ ₉⌐╟╢ ⌐ ≠ↄ☿◐ꜙꜞ♥▫ ≤∕

─◐ꜗꜞ▪Ɽ☻⌐ ⇔≡│ ⅜ ┌⌂⅛∫√⁹₈ ₉⌐ ≠ↄ ≢│⁸ ⌐

⌐ ⇔≡─ ⅜ ⌐⌂╢⁹√∞⇔⁸ ₈IT ≤ ─ ⱪכꜟ◓₉⁸₈

⅛≥℮⅛₉⁸₈◘ⱪꜝ▬♅▼כfi┼─ ™₉⌂≥⌐╟∫≡⁸™ↄ≈⅛─ ⌐

⇔√ ≢ ╩∆╢↓≤⅜ ≢№╢≤ ⅎ≡™╢⁹ 

─ ↄ≢│⁸☿◐ꜙꜞ♥▫⌐ ─ ╩ ∆╢↓≤╛⁸ ─ ⌐☿◐

ꜙꜞ♥▫ ╩∆╢↓≤╙╕╕⌂╠⌂™ ≢№╢⁹☿◐ꜙꜞ♥▫ ─◐ꜗꜞ▪Ɽ☻

⌐⁸☿◐ꜙꜞ♥▫ ╩ ⌐⁸☿◐ꜙꜞ♥▫ ╩ ∆═⅝≤™℮ ╙№∫

√⁹∕─√╘⁸ ⌐⅔↑╢◘▬Ᵽכ☿◐ꜙꜞ♥▫ ⌐≈™≡│⁸ ─ ≤⇔

≡⁸ ╩ ℮↓≤≤⇔√⁹ 

  

⌐ ∆╢ ≢─☿◐ꜙꜞ♥▫ ╩ ∆╢ ≢⁸ ⌐⅔↑╢◐ꜗ

ꜞ▪Ɽ☻≤⇔≡⁸ ─ 3≈╩ ⇔√⁹ 

 3-2-2  ☿◐ꜙꜞ♥▫ ─◐ꜗꜞ▪Ɽ☻ 

   

 
 

 
 

3 
 

 

 

  
IT/  

 

                                                           

3 ₈◄◐☻Ɽ₉♩כ≤™℮ ⌐≈™≡│⁸WG─ ≢╙ ₁⌂ ⅜№╡⁸ ∏⇔╙ ≢№╢⅛≥℮

⅛⌐≈™≡│⁸ ⅜ ≡™⌂™⁹ ╩ ╘╢ ≢⁸♀Ⱡꜝꜞ☻♩≤☻Ɑ◦ꜗꜞ☻♩≤ ∆╢√

╘─ ⅜ ≢№╢√╘⁸ ─ ⌐ ⇔√ ╩∕─╕╕ ⇔≡™╢⁹ ⌐ ∆╢ │

3.2.3 5 ╩ ─↓≤ 
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ↄ─ ⌐⅔™≡│⁸ 4⌐╟╡⁸ꜝ▬fiⱴⱠכꜗ☺כ┼─ ╩

≤⇔√◐ꜗꜞ▪Ɽ☻─╖≢⌂ↄ⁸ ≤⇔≡─ ה ⌐ ⇔√ ╩ ⇔⁸

ⅎ┌⁸ ⌐⅔↑╢ ⁸ ⌂≥ ↔≤⌐ ⌂∫√ ╩ ™ ∆╢↓≤

⅜ ╦╣≡™╢⁹ 

⌐⅔↑╢☿◐ꜙꜞ♥▫ ╙⁸ ─ ≤⇔≡ ⌐⅔™≡☿◐ꜙꜞ♥

▫ ⌐ ╩ ℮ ≤⁸☿◐ꜙꜞ♥▫≤ ─ ⌐≈™≡─ ╩ ∫≡☿◐ꜙ

ꜞ♥▫ ╩ ∆╢ ─ ╩ ⌂╢◐ꜗꜞ▪Ɽ☻≤∆╣┌⁸☿◐ꜙꜞ♥▫

⌐ ∆╢ ≤⇔≡⁸ ─ ⌐⅔↑╢ ≤℮╕ↄ ⅜ ╣╢─

≢│⌂™⅛≤ ⅎ√⁹╕√⁸ ≢☿◐ꜙꜞ♥▫ ○Ɑ꜠כ♃╛ⱨ◊꜠fi☺♇◒

⌂≥─☿◐ꜙꜞ♥▫─ ™ ≤ ╩ ∫√ ╩⁸ ◙כꜚ─ ─ ≢ ⇔⁸

⇔≡™ↄ↓≤│ ≢│⌂ↄ⁸∕─ ⌐≈™≡│⁸ ∆╢─≢│⌂ↄ⁸◘כⱦ☻

╛ ╩ ⅛╠ ∆╢↓≤≢ ∆╢↓≤─╒℮⅜ ≢№╢≤ ⅎ√⁹ 

─ ⅛╠⁸ ⌐⅔↑╢☿◐ꜙꜞ♥▫ ─◐ꜗꜞ▪Ɽ☻╩Γ♀Ⱡꜝꜞ☻♩Δ⁸

Γ◄◐☻Ɽכ♩Δ⁸Γ☻Ɑ◦ꜗꜞ☻♩Δ─ ≈≤⇔≡ ⅎ╢↓≤≤⇔√⁹ 

↓╣╩ ⌐ ⇔≡™╢ ─◐ꜗꜞ▪≢ ⅎ╢≤⁸ ─╟℮⌐⌂╢⁹ 

V │ ─◄◐☻Ɽ⁸╡№≢♩כ ⌐⌂╢◐ꜗꜞ▪Ɽ☻⅜№╢⁹ 

V ☻Ɑ◦ꜗꜞ☻♩≤⇔≡│ ⅜™╢⁹ 

V ─ ╙ ╙ │ ─ │ ∫≡™⌂™≤ ╢

√╘⁸♀Ⱡꜝꜞ☻♩≤⇔≡⁸ ─↓≤│ ∫≡™╢↓≤⅜ ╘╠╣╢⁹ 

V ⌐⁸☿◐ꜙꜞ♥▫ ╩ ∂ ╖≢ ⅎ╠╣╢⁹ 

 ─◐ꜗꜞ▪Ɽ☻⅜ ─╟℮⌐ ⇔≡™╢─│ ⅛╠ ∕─ ─

⅜ ↕╣≡™╢⅛╠≢№╡⁸☿◐ꜙꜞ♥▫╙ ∂ ≢ ⅎ╣┌⁸☿◐ꜙꜞ♥▫ │

∞↑≢⌂ↄ⁸ ꜝ▬fi ⌐⅔™≡╙☿◐ꜙꜞ♥▫─ ╩ ∫√ ≤⇔≡

≢№╢⁹ 

♀Ⱡꜝꜞ☻♩─◐ꜗꜞ▪Ɽ☻│⁸≥─ ⌐⅔™≡╙ꜝ▬fiⱴⱠכꜗ☺כ≤⇔≡ ↕

╣≡™╢⁹╕√☻Ɑ◦ꜗꜞ☻♩─◐ꜗꜞ▪Ɽ☻│⁸IT/ ☿◐ꜙꜞ♥▫ⱬfi♄№╢™│

                                                           

4 ₈ ≤│⁸ ─ ⌂ ≢│⌂ↄ⁸ ⌐ ⅜☻כ◖▪ꜞꜗ◐─

∆╢ ⌂ ◦☻♥ⱶ─↓≤≢∆⁹ꜝ▬fi≤☻♃♇ⱨ⁸ ≤ ⁸ ≤

⌂≥─ ╩ ⇔⁸ ↔≤⌐ ⁸ ה ⁸ ⁸ ⌂≥╩ ⇔╕∆₉

ₐ ─ ₑ ╟╡ https://jinjibu.jp/keyword/detl/2 43/   
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⌐⅔™≡⁸ ◐ꜗꜞ▪Ɽ☻≤⇔≡ ⌐ ╡ כꜚ⁸╘√─⧵⁹╢™≡╣╠╣

◙ ≤⇔≡☿◐ꜙꜞ♥▫ ≤⇔≡◐ꜗꜞ▪Ɽ☻╩ ⅎ ∆╢↓≤⅜ ⌂ │◄

◐☻Ɽכ♩ ≢№╢≤ ⅎ╢≤╙⌐⁸ ─☿◐ꜙꜞ♥▫─ ⅜ ≢№╢↓≤

╩ ∆╢↓≤⅜ ≢№╢≤ ⅎ√⁹ 

↓─ 3≈─◐ꜗꜞ▪Ɽ☻≤ ≢ ⇔√₈ ꜞⱨ□꜠fi☻₉≤─ ╩⁸

─ ⌐ ⇔√⁹ 

 

 

√∞⇔ 3≈─◐ꜗꜞ▪Ɽ☻⅜ ⌐ 3≈⌐ ⅛╣╢╦↑≢│⌂ↄ⁸∕╣∙╣─◐ꜗꜞ▪

Ɽ☻╩ ╡ ↄ ╙ ↄ™╢≤ ⅎ≡™╢⁹ ⌂─│ ◙כꜚ─ 3.2.1(2)─

⌐⅔™≡⁸☿◐ꜙꜞ♥▫ ≤⇔≡ ∆╢═⅝ ─◐ꜗꜞ▪Ɽ☻⅜◄◐☻Ɽכ♩

≤™℮ ≢ ↕╣ ↕╣╢↓≤≢№╢⁹ 

  

─ WG≢─ ≢⁸ ⌐⅔™≡ ╠╣╢ IT ◦☻♥ⱶ

⌐⅔↑╢ 30─ ╩ ⇔√⁹↓─℮∟⁸ ⌐ ∆╢ ⅛╠─▪fi◔כ♩

≢│⌂ↄ⁸ ╩⇔√ ≤⇔≡ ⇔√ ⅜₈☿◐ꜙꜞ♥▫ ₉≢№

╢⁹ 

 2-2-2  ꜞⱨ□꜠fi☻⌐ ∆╢₈◄◐☻Ɽ₉♩כ─  
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↓╣│ ⌐⅔™≡⁸ ₁⌐ IT ─◦☻♥ⱶ⌐⅔™≡ IT ╩

∆╢ ⅜ ↄ⌂╡⁸∕╣⌐ ™ ─ ◦☻♥ⱶ ∞↑≢│☿◐ꜙꜞ♥▫⌐ ⇔

≡─ ה ה ⅜ ⇔ↄ⁸∕╣╠╩≤╡╕≤╘╢ ⅜ ⌐⌂∫≡⅝≡™╢≤™

℮ ╩ ⇔√ ≢№╢⁹ ⁸∕─ ⁸ ─ ⌐ ∫≡☿◐ꜙꜞ♥▫

╩ ℮ ⅜ ⌐⅔™≡ ↕╣≡™╢⁹ 

─ WG≢─ ◙כꜚ⁸≢ 3.2.1(2)─ ⅔™≡ ⌐

∆═⅝ ◐ꜗꜞ▪≤⇔≡⁸◄◐☻Ɽכ♩ ⅜ ≢№╢≤ ⅎ⁸╕√◄◐☻Ɽכ♩

│☿◐ꜙꜞ♥▫ ⌐ ∆═⅝ ≢│⌂™⅛≤™℮ ⌐ ≠⅝ ╩

∫√⁹◄◐☻Ɽכ♩ ╩☿◐ꜙꜞ♥▫ ≤ ┬ ≢ ╩ ⇔≡™╢5⁹

─ OT☿◐ꜙꜞ♥▫ WG≢─ ≢⁸ ─ ╩ ∆╢ ⱷכ◌⌐

⅔↑╢☿◐ꜙꜞ♥▫ ⌐ ∆╢ ⅛╠⁸◄◐☻Ɽכ♩ │ ≤⇔≡ ◌ ⌐

∆╢─≢│⌂ↄ⁸☿◐ꜙꜞ♥▫ ╩ ℮═⅝ ⅜№╢≤↓╤≢ ╩ ∫√

⌐ ≢№╢≤™℮ ╩ √⁹ ⁸₈☿◐ꜙꜞ♥▫ ₉⌐≈™≡╙ ╩

⇔≡™ↄ⁹ 

╕√◄◐☻Ɽכ♩ ─ ⌐⅔™≡⁸ ─╟℮⌂ ╩ ⇔√⁹ 

V ☿◐ꜙꜞ♥▫ ─ ─ ≤ ─  

─ ↄ≢⁸☿◐ꜙꜞ♥▫ ╩₈ ╩⁸≥↓╕≢⁸≥─╟℮

⌐₉⌐ ∆╢⅛╩ ╘╢ │⁸☿◐ꜙꜞ♥▫ ⌐ⱶכ♅▫♥ꜞꜙ◐☿ה

⇔≡™╢⁹∕─ ╩ ∆╢─⅜ CISO ─ ≢№╡⁸∕─ │₈

₉≤₈ ₉≢№╢⁹ 

V ☿◐ꜙꜞ♥▫ │⁸☿◐ꜙꜞ♥▫ ☻ⱦכ◘ה ∞↑≢│  

◘▬Ᵽכ☿◐ꜙꜞ♥▫ ⅜ ≤⇔≡ ↕╣≡⅝≡⅔╡⁸ ⌐⅔↑

╢ IT ⅜ ⌐○ⱨ▫☻ ⌐⅔ⅎ╢ ∞↑≢│⌂ↄ⁸ ─

∕─╙─⌐ ⇔≡⅝≡™╢√╘⁸☿◐ꜙꜞ♥▫╩ ─ ╩ ⌐ ™√ ≢

ⅎ╢ ⅜ ⌐⌂∫≡⅝≡™╢⁹ 

V ⌐⅔↑╢ IT ─ 75 │ⱬfi♄⌐  

◙כꜚ ─ IT │⁸ ⌐ ⌐⌂╢ IT ◦☻♥ⱶ╩ ╢ ⌐№╡◦

☻♥ⱶ ╩ ∆╢⅜⁸ ┘ ─ │ ◦☻♥ⱶ ╛ IT ⱬfi♃כ

                                                           

5 ⌐ ⇔≡─ │ 3.2.3 5 ╩ ─↓≤⁹ 
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⌐ ⇔≡™╢⁹∕─ ⁸ ⅜☿◐ꜙꜞ♥▫ ╩ ⇔≡™⌂™ ⁸☿◐

ꜙꜞ♥▫ ─ ⌂◦☻♥ⱶ⅜ ↕╣ ↕╣╢↓≤⌐⌂╢⁹ 

 

◄◐☻Ɽכ♩ ─ ╩ ╘╢⌐№√╡⁸ ≢ ⇔√☿◐ꜙꜞ♥▫

ꜞⱨ□꜠fi☻≢ ⇔√ 30 ─ ≤ ⌂╢─⅛╩ ⇔√⁹ 

─ ≢╙ ═√╟℮⌐⁸◄◐☻Ɽכ♩ ☿◐ꜙꜞ♥▫ │☿◐ꜙꜞ

♥▫ ╩ ℮═⅝ ⅜№╢≤↓╤≢⁸ ╩ ∫√ ⌐ ≢№╡⁸

◦☻♥ⱶ⌐ ⌂☿◐ꜙꜞ♥▫ ╩ ∆╢ ≢№╢≤⇔≡ ꜞⱨ□꜠fi

☻─Γ☿◐ꜙꜞ♥▫ Δ─ ⅜◄◐☻Ɽכ♩ ─⸗♦ꜟ─ ⌐⌂╢≤

⇔√⁹ 3-2-4  

 3-2-4  ꜞⱨ□꜠fi☻≤◄◐☻Ɽכ♩ ─  

 

 

─ⱳ▬fi♩≤⇔≡│⁸Γ☿◐ꜙꜞ♥▫ Δ─ ╩↓⌂∆√╘⌐⁸₈

╩ ⇔≡™╢═⅝⅛₉⁸₈≥↓╕≢ ∆╢═⅝⅛₉⁸₈ ─ ╩ ≢ ╢

⅛₉⌂≥╩ ⌐ ╩ ╘√⁹ 

/  

Γ☿◐ꜙꜞ♥▫ Δ─ ≤⇔≡⁸ ≈═⅝ ⁸№╢™│⁸ ∆═⅝

│≥─╟℮⌂╙─≢№╢⅛⌐≈™≡⁸ ≢╙ ⇔√₈ ⸗♦ꜟ₉≢ ⇔
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√⁹₈ ה ₉⌂≥╩ ≤⇔≡⁸ ╛ ∞↑≢│⌂™ ₁⌂ ⅜

≢№╢⁹ 3-2-3  

 

 

 3-2-5⌐⁸∕╣╠─ ─ ⌂ ≤∕╣╠⅜≥─╟℮⌐ ↕╣╢─⅛⌐≈

™≡⁸Γ ⌐ ⌂ Δ≤⇔≡╕≤╘≡™╢⁹ 

 3-2-5  ☿◐ꜙꜞ♥▫ ─ ⅎ 

 

 

   

 

  
 

 
 

 
  

  

 
  

 

 

  

 
  

 3-2-3  ≈═⅝ ∆═⅝  
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ꜞⱨ□꜠fi☻≢│⁸ ≤⇔≡ ⌂ ⌐ ⇔≡⁸ ─ ≤⇔≡

Γⱪ꜡ⱨ▼♇◦ꜛ♫ꜟ☻◐ꜟΔ≤Γ Δ⁸ⱪ꜡☺▼◒♩ ─ ≢│Γ

Δ⌐ ∆╢ ⌐≈™≡─╖ ⇔≡™╢⁹↓╣╠ ⌐ ⇔≡│⁸⅛⌂╡─

⁸ ⌂ ≢ ≢№╡⁸ ⇔╛∆ↄ ╙ ™╛∆™ ≢№

╢√╘⁸ ꜞⱨ□꜠fi☻⌐ ╡ ╣√ ≤⌂∫≡™╢⁹ 

≢│◄◐☻Ɽכ♩ ⌐ ⌂ ≤⇔≡⁸∕─ ─ ╩ ⅎ≡ ⌐

↑≡≥─╟℮⌐∆═⅝⅛╩ ⇔≡™╢⁹ ─ ≢│⁸↓╣╠─ ⌐

⇔≡ ⌐ ™ ∑≡™╢ ≢│⌂ↄ⁸ ╩ ↑≡™╢ ≢№╢⁹ ─ ≢

─ ╩ ⇔√╙─⅜⁸  3-2-4≢№╢⁹ 

 

 

 

⌐ ⇔≡⁸ ─╖≢│ ╛ ╩ ╢↓≤⅜ ⇔™√╘ ╛ ≢

℮ ⅜№╢⁹ ─ⱳ▬fi♩≢│ ה ╩ ─ ≤⇔≡ ⅎ≡™╢⁹ 

─ ה ⌐│⁸ ⅜ ≢№╢⅜⁸ ─꜠ⱬꜟ ╩ ∆╢

√╘⌐│⁸ ה ⌂≥⅜ ≢№╢⁹╕√⁸ ≢ ⇔≡⇔╕™⁸ ╡

╟⅜╡─ ∫√ ╛ ⌐⌂∫≡⇔╕╦⌂™√╘⌐⁸☿◐ꜙꜞ♥▫ ╩

℮↓≤╙ ≢№╢⁹ ≤⇔≡ ╩ ╘≡™ↄ ⌐ ⌂ⱪ꜡☺▼◒♩

╛ ─ ╩ ╢√╘⌐│⁸ ⌐ ∆╢ ₁⌂ ⱴ♬ꜙ▪ꜟ⁸

 3-2-4 ◄◐☻Ɽכ♩ ─ⱳ▬fi♩  
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⌂≥⅜ ↕╣⁸∕╣╠⌐ ∆╢ ⅜№╢⁹ ⌐⁸ ⅛╠─ ה ⅜

╙ ≢│⌂™⅛≤ ⅜№∫√⁹ 

╕√⁸ ⁸ ─ ≢◄◐☻Ɽכ♩ ⌐≤∫≡ ∞≤ ⅎ╠╣≡™╢─⅜⁸

Γꜞ☻◒☿fi☻Δ≤ ┌╣╢ ≢№╢⁹ 

ⅎ┌⁸◄◐☻Ɽכ♩ ⅜ ⅛─ ⌐ ╩⇔⌂↑╣┌⌂╠⌂™ ⁸ ⌂

⅜∕╤∫≡™⌂™ ≢⁸ ┼─▬fiⱤ◒♩⁸ ┼─ ─ ⁸

─≤⌂☻כ♁ꜞה♩☻◖⌂ ₁⌂ ╩ ⇔⁸ ╠╣√ ─⌂⅛≢ ⇔ ╩

⇔≡™ↄ↓≤⌐⌂╢⁹↓─╟℮⌂ ⅜Γꜞ☻◒☿fi☻Δ≢№╢⁹ 

Γꜞ☻◒☿fi☻Δ╩≥─╟℮⌐ ⇔≡™ↄ⅛│⁸ ≢№╢⁹ ₁⌂ ─

╩ ⇔⁸∕╣╠┼─ ╩ ⇔ ⌐ ⌐╕≤╘╢↓≤⁹↕╠⌐⁸

∕╣╠ ╩ⱬ⁸≡⇔≥☻כ◘▬Ᵽכ꜠fi☺⌂≥╩ ⇔√ ⌂ ה ╩

℮↓≤│ ≢№╤℮⁹ 

⁸↕╠⌐ ╩ ⌡⁸ ─☿◐ꜙꜞ♥▫ ≢ ╘╠╣╢ ≤ ∆═⅝

ⱳ▬fi♩ ≈╕╡◄◐☻Ɽכ♩ ⌐ ╘╠╣╢ ⅔╟┘⁸ ∆═⅝ⱡ►Ɫ►

╩ ╗√╘─ ה ╩ ™ ⇔≡™ↄ⁹ 

 

◄◐☻Ɽכ♩ ─ ≢─ ⌐ ⇔≡│⁸☿◐ꜙꜞ♥▫ ≤⇔

≡⁸ ─☿◐ꜙꜞ♥▫⌐ ⇔≡─ ה ה ╩≤╡╕≤╘╢ ⌐

∆╢↓≤╩ ⇔√⁹ ─ ⅛╠ ⅎ╢≤ 3-2-5⌐ ∆╟℮⌐⌂╢≤ ⅎ╠╣

╢⁹ 

 

 3-2-5 ◄◐☻Ɽכ♩ ─ ≤  
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⌂ ◦☻♥ⱶ⌐ ⇔≡│⁸ ◦☻♥ⱶ ⅜ ⇔⁸◦☻♥ⱶ

⅛╠ ⌂ ╩ ℮ ⁸№╢™│ ⱬfi♄≤™℮ ╣⅜ ∆╢≤

ⅎ╠╣╢⁹∕╣⌐ ⇔≡⁸◄◐☻Ɽכ♩ │ ╩ ℮ ─ ≤ ⅛≈

⇔√ ≢ ≠↑╠╣╢⁹ 

◄◐☻Ɽכ♩ │ ─☿◐ꜙꜞ♥▫ⱬfi♄─☻Ɑ◦ꜗꜞ☻♩─ ╩ ↑≈

≈⁸ ◦☻♥ⱶ ─ ♀Ⱡꜝꜞ☻♩ ┼☿◐ꜙꜞ♥▫⌐ ⇔≡─ ה

╩ ℮⁹╕√⁸╟╡ ⌂ ⌐≈™≡│◦☻♥ⱶ ╛◦☻♥ⱶ ≤

⇔≈≈⁸☿◐ꜙꜞ♥▫꜠ⱬꜟ ⌐ ╘╢╟℮⌂ ⅝╩∆╢⁹ 

∕─ ⁸ ₁⌂◖Ⱶꜙ♬♥▫ ה ⁸IT ⁸☿◐ꜙꜞ♥▫ ≤╙ ⇔

≡⁸ ⌐≤∫≡ ⌂ ╩ ╢ ╙ ℮ ⅜№╢⁹ 

 3-2-6│⁸ ─ IT ⅜≥─╟℮⌂ ⌐ ⇔≡™╢⅛─ ╩ ⇔≡

™╢⁹ ≤ ⌂╡⁸ ≢│ ↄ─ IT

⅜ⱬfi♄ IT ☻ⱦכ◘ ⌐ ⇔≡⅔

╡⁸ ◙כꜚ─ ⅜ ≢ ≡─ IT ◦☻

♥ⱶ─ / / ╕≢ ℮↓≤│ ⇔™

≢№╢↓≤⅜ ⅛╢⁹☿◐ꜙꜞ♥▫⌐ ⇔≡

╙ ≤ ⅎ╠╣⁸◄◐☻Ɽכ♩ │

─☿◐ꜙꜞ♥▫╩≤╡╕≤╘╢√╘⌐⁸

◦☻♥ⱶ ⁸ ⱬfi♄⁸☿◐ꜙꜞ♥▫

ⱬfi♄⌂≥☿◐ꜙꜞ♥▫ ☿◐ꜙꜞ

♥▫◖fi◘ꜟ♃fi♩⁸☿◐ꜙꜞ♥▫◄fi☺♬▪

⌂≥ ─ ╩ ╢ ⅜№╢⁹ 

☿◐ꜙꜞ♥▫ ╩ √∆◦☻♥ⱶ╩

∆╢√╘⌐│⁸ ╩ ℮ⱬfi♄⌐ ─ ™☿◐ꜙꜞ♥▫ ⅜ ≢№

╢⁹ 2016 6 10 ─₈IT ─ ≤ ⌐ ∆╢

₉6⌐╟╢≤⁸☿◐ꜙꜞ♥▫◖fi◘ꜟ♥▫fi◓ │ 194 ≢№╡⁸▪fi◔כ

♩ ⅛╠ ⇔√☿◐ꜙꜞ♥▫◖fi◘ꜟ♃fi♩│ ≢ 1330 2015 ≤

⌂∫≡™╢⁹  3-2-7  

                                                           

6   http://www.meti.go.jp/policy/it_policy/jinzai/27FY/ITjinzai_report_4_2.pdf  

3-2-6  I T  
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⁸ ⌐ ⇔≡™╢ ∞↑≢╙ 3500 №╢↓≤╩ ⅎ╣

┌⁸ⱬfi♄ ─☿◐ꜙꜞ♥▫ ╙ ⇔≡™╢≤ ⅎ╠╣╢⁹◄◐☻Ɽכ♩

◙כꜚ⅜ ⌐⅔™≡ ∆╢√╘⌐│⁸ ◦☻♥ⱶ ⁸ ⱬfi♄⁸

☿◐ꜙꜞ♥▫ⱬfi♄⌂≥─☿◐ꜙꜞ♥▫ ╩ ∆╢↓≤╙ ⌐ ≢№

╢⁹ 

CISO    

◘▬Ᵽכ☿◐ꜙꜞ♥▫⅜ ≤⌂∫≡⅝≡™╢ ≢│⁸☿◐ꜙꜞ♥▫ ⌐

╦╢ ≤∕╣⌐ ∆╢ │ ₁⌂꜠ⱬꜟ≢ ≤↕╣≡™╢⁹

≢│⁸◄◐☻Ɽכ♩ ⅜ ─ ≢⁸≥─╟℮⌂ ≤ ─ ╩ ≈

═⅝⅛⌐≈™≡ ⇔√⁹  3-2-8  

NISC≢│⁸ₐ ─ ∆ ⌐ ≠⅝⁸ ─◘▬Ᵽכ☿◐ꜙꜞ♥▫

╩ ⇔⁸↕╠⌐⁸ ─ ─ ╛ ╩╕≤╘⁸ ∆

╢↓≤⅜≢⅝╢₈ ⇔ ₉╩ ↄ≤≤╙⌐⁸₈ ⇔ ₉⅜∕─ ╩

⌐ ≢⅝╢╟℮₈ ₉≤₈ ₉╩ ∆╢↓≤⅜ ≢№╢ₑ7≤⇔≡™

╢⁹ 

                                                           

7 https://www.nisc.go.jp/active/kihon/pdf/jinzai2017.pdf  

3-2-7  1 №√╡─☿◐ꜙꜞ♥▫  
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3-2-8─ │⁸ ⅜ ⅎ╢ ⇔≡™╢ ⱪ꜡☿☻╩ ⇔

≡™╢⁹ 

 

3-2-8   CISO ≤◄◐☻Ɽכ♩ ─  

 

⇔ │ CISO╩ ∆╢─≢│⌂ↄ⁸ ₁⌂ ─ ⌐⁸◦☻

♥ⱶ ≤☿◐ꜙꜞ♥▫ ─ ⌐ ⇔≡⁸☿◐ꜙꜞ♥▫─

⌂ ╩ ⅛╡╛∆ↄ ⌐ ∆╢╟℮⌂ ╩ ∫≡™╢↓≤⅜ ™≤

⇔≡™╢⁹ 

≢│⁸ №╢═⅝ ⱪ꜡☿☻│⁸  3-2-8─ ⌐ ⇔√╟

℮⌐⌂∫√⁹◄◐☻Ɽכ♩ ☿◐ꜙꜞ♥▫ │ CISO─ ≢ ─

≤ ꜠ⱬꜟ⌐ ⇔⁸ ⇔⌂⅜╠☿◐ꜙꜞ♥▫ ╩ ⇔ ╘╢

╩ ™⁸CISO⅜∕─ ─ ╩ ℮⁹◄◐☻Ɽכ♩ ─₈ ₉≤

CISO─₈ ₉╩ ╦∑≡⁸₈ ₉≤ ⅎ╢↓≤⅜≢⅝╢⁹CISO─ │

₈ ₉≤₈ ₉≢№╡⁸ ─ ⱪ꜡☿☻≤ ⅝ↄ ⌂╢─

│⁸◄◐☻Ɽכ♩ ☿◐ꜙꜞ♥▫ ⅜☿◐ꜙꜞ♥▫─ ⌐ ╦╢

↓≤≢№╢⁹ 
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◙כꜚ⁸│≢3.2 ⌐⅔™≡☿◐ꜙꜞ♥▫ ה ה ╩≤╡╕≤╘╢

─ ≤⇔≡⁸₈◄◐☻Ɽכ♩ ₉⁸₈☿◐ꜙꜞ♥▫ ₉─ ╩

™⁸╕√ NISC─₈ ⇔ ₉╙ ⌐ ∫≡™╢⁹ ─ ─ ╩

™ ↑╢─⅛ ─╙─≤⇔≡ ℮⅛⌐≈™≡│⁸ ≢│ ⇔≡™╢≤↓╤≢

№╢⁹ 

V ⇔  

NISC≢│⁸₈ ≤ ╩ ← ₉╩ ℮ ≤⇔ ⇔≡⅔╡⁸

⌐⅔↑╢☿◐ꜙꜞ♥▫⌐ ∆╢ ⌐ ↄ ∆╢ ≢№╢↓≤⅜

↕╣≡™╢⁹√∞⇔ ─ ≢│⁸Γ ⇔Δ≤™℮ ⅜⁸ ⌂╢

─ ⇔≤™℮ ╩ ⅎ╢≤─ ╙№╢⁹ 

V ◄◐☻Ɽכ♩  

╩ ⅎ╢☿◐ꜙꜞ♥▫ ╩ ╘╢√╘⌐⁸ WG─ ─ ≢

⇔√ ≢№╡⁸♀Ⱡꜝꜞ☻♩≤☻Ɑ◦ꜗꜞ☻♩⌐ ↕∑╢√╘⌐ ⇔

≡™╢⁹ ⌂ ⌐ ≠ↄ♀Ⱡꜝꜞ☻♩⁸ ╛

⌐ ≠ↄ☻Ɑ◦ꜗꜞ☻♩⌐ ◙כꜚ⁸⇔ ─ ≢ ╩ ⇔ ∆╢√╘

⌐ ⅝⇔√ ≢№╢⁹ 

V ☿◐ꜙꜞ♥▫  

WG⌐⅔™≡⁸ ≤⌂╢☿◐ꜙꜞ♥▫ ─ │₈☿◐ꜙꜞ♥▫

╩ ⇔⁸CISO─ ╩ ↑╢ ₈ ₉≤₈ ₉╩ ╦∑≡₈

₉≤∆╢ ₉ ≢№╢≤─ ⅜№╡⁸∕─ ≤⇔√⁹ ⌐

⇔≡™╢ⱷfiⱣכ─ ↄ⅜⁸ ≤⌂╢≤ ⅎ≡™╢⁹◄◐☻Ɽכ♩ ─

─ ≤⇔≡⁸ ╩ ⇔≡™╢⁹ 

 

⁸ ─ WG≢ ↕╣√ ⌐≈™≡ ⇔√⁹ │⁸₈☿◐ꜙꜞ

♥▫ ₉ ─√╘─ ⅜ ≢№╢⁹ WG ≢ ⅝ ⅝ ╩

╘≡™ↄ⁹ 
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3.3   

⌐⅔↑╢☿◐ꜙꜞ♥▫ ─ ≤™℮ ≢│⁸ ─ ╡ ╩ ╢ PDCAⱴ

Ⱡ☺ⱷfi♩◘▬◒ꜟ╩ ∆╢≤ ⌐⁸☿◐ꜙꜞ♥▫ꜞ☻◒╩ ─ ꜞ☻◒⌐ ⅝

ⅎ√ ≢ ┼─ ⌂ ╩ ℮↓≤⅜≢⅝╢₈☿◐ꜙꜞ♥▫ ₉─ ⅜⁸

⅛≈ ה ⌂ⱦ☺Ⱡ☻─ ─√╘⌐╙ ≢№╢⁹ 

↓↓≢ ─☿◐ꜙꜞ♥▫ⱴⱠ☺ⱷfi♩╩ ⅎ╢─│ PDCA◘▬◒ꜟ≢№╢⅜⁸↓╣≤

∑≡ ≤⌂╢─⅜⁸ ⅜ ⅝ↄ ⇔≡™╢₈IT₉ ─ ≢№╢⁹↓↓≢™

℮ IT ≤│ ⅝ↄ ─ ≈⌐ ↕╣╢⁹ 

V ⱦ☺Ⱡ☻╩ ⅎ╢ ╛ ─₈ ◦☻♥ⱶ₉ 

V ┼ ∆╢ ╩☻ⱦכ◘ה ∆╢₈IoT ─ ╛♁ⱨ♩►▼▪/◘כⱦ☻

(⸗ⱡ)  

≢ ∆╢ ☻ⱦכ◘╛ ⸗ⱡ ⁸IoT ╛♁ⱨ♩►▼▪/◘כⱦ☻ IT

⌐≈™≡│ ⌐╟╡ ⅜☻כ◔╢╣↕ ≥≢№╡⁸ ─ⱨ꜡fi♩≤⌂

╢─⅜ ≢№╢⁹ 

 

3-3-1 ╩ ╡ ↄ  

IT ╛⸗ⱡ╩ ∆╢ ⌐ ≤↕╣╢ │ ─ ⅜ ⇔⁸

∕╣╩ ⌐ ⅜ ≤ ∆╢↓≤⌐⌂╢⅜⁸☿◐ꜙꜞ♥▫ ╙ ≢│

⌂™⁹ ∫≡ │ ℮╕≢╙⌂ↄ⁸ ⌐⅔™≡╙⁸№╢ ─☿◐ꜙꜞ♥▫

⅜⌂™≤ ╩ ≢⅝∏⁸ ⅛╠─ ─ ╙☻ⱶכ☻⌐ ↕

╣⌂™ ⅜ ™⁹ 


































